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Background and Motivation

e EFl-project Exploring the Fukushima Effect
e EFI: Emerging Fields Initiative of FAU
¢ interdisciplinary collaboration:
e Corpus Linguistics Group
¢ Japanese Studies
e Communication Science
¢ Computer Graphics
e identification and analysis of the propagation of discourses in the
(semi-)public sphere
e corpora: newspapers and twitter

e |dentification of Social Bots
e important for further processing of data from social media
* highly media specific
e here: Twitter
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Social Bots in Twitter Data

e Social Bots:
* “benign” or “malicious”
e here: duplication of contents
e retweet activity — creation of original near-duplicates

e our political Twitter data sets:
e Japanese General Election 2014

e 243,914 originals — 1,491,974
e 307,670 retweets — 2,496,021

e German Federal Election 2013

* 932,996 originals
e 720,895 retweets

e German Federal Election 2017

* approx. 140,000 originals/day
e approx. 170,000 retweets/day
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Near-duplicate detection

1. normalization of texts

deduplication
zA-Z]|[0- 9]\[‘ @.& *\(\),] F1[0-9a-fA-F]))+'

Seompile(r®|".doin([url, mention, r€1)) |
egex.sub("", self.txt)
n = re.sub("\s", "", n)
".join([c for ¢ in n if not unicodedata.category(c).startswith('P')]) all pu tion marks
e o Tower()
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Normalization Example (Japanese)

#H Rd #ak B #HK RGO NHEERT N ITREE A 3 > M FIL
e b HEL W% [HAS (G055 ... hitp/t.co/qLUZIBS8DF #5675\ YD h>
#*El/\ [t #fxch

4

RS aR B0k (o> NHIEERT /NSRRI H3 32 - & 9 M -1
H PR [HABERC SR PE S 20\ bR A fxeh
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Normalization Example (English)

#Turkey and the Mideast: an ever closer #union? http://t.co/IrTjzZ9yaNB
\n\n#Egypt #Article #World #News #Haber #Haberler #Facebook #Twitter

4

turkeyandthemideastanevercloserunionegyptarticleworldnewshaberhaberler
facebooktwitter

i

#Turkey and the Mideast: an ever closer #union\nhttp://t.co/mPA2qFMBSx
\n\n#Egypt #Article #World #News #Haber #Haberler #Facebook #Twitter
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Near-duplicate detection

1. normalization

rmalize(self)
normali
url -z]1[0-911[$ 1x\( -fA-F1))+'

> ")
.join([c for c in n if not unicodedata.category(c).startswith('P')]) # strip all punc
return n.lower()

2. mapping of normalized strings onto tweet ids (hashing)
3. extension: hierarchical clustering based on Levenshtein distance
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Near-duplicate detection

1. normalization

r deduplication
-F][0-9a-fA-F]))+'

in(
self.txt)
', n)

c in n if not unicodedata.category(c).startswith('P')]) # strip all on marks

2. mapping of normalized strings onto tweet ids (hashing)
3. extension: hierarchical clustering based on Levenshtein distance

Footprint of a Social Bot net

number of near duplicates

number of user accounts
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Content Analysis: Pattern 1, 2+5

e tight clusters and regression line: stable ratios

e botnets disseminating pro-Abe propaganda related to the LDP-campaign in
GE 2014

* many of the tweets attack the right-leaning blog “Ponkichi” which takes an
anti-LDP, anti-TPP, and anti-migration stance

e judging from the racist terminology, these botnets are operated by a pro-Abe
fraction of Japanese internet right-wingers (+~ k™7 3)
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Example from pattern 1

ABE_CRUSADER on Monday Dec 08, 2014, 10:18:25:

N TarENTE [RUFH] s TrYYRK! -
hitp://t.co/Al1zBF3vIB TRzl < e ! TPP - BRI AN -
EMHEN SO T 5 FR1IT Uk S 3k ! | ) S &
THE THiEnAs ! !

4

The guy who is writing this f***ing blog “Ponkichi” is disgusting! —
http://t.co/Al1zBF3vIB Do not attack PM Abe! All those Japanese apes
(wazaru) opposing TPP, the acceptance of immigrants and the regional reform
system should die!! A tsunami from another earthquake should wash them
away!!
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Example from pattern 5

Kimoizo_JAP on Monday Dec 08, 2014, 10:20:24:

IRz 13, mEENICR Y TELRES T A A - HRGE - 745
Izl & TPPICIT 4 2R Z N 5 iGd = L TWwW £
5. Tppﬁﬁilﬁmﬁii#%%?;:gﬁbi [TEx5) oiFdEc

:‘ :: L')o

4

We are engaged in activities to get rid of those Japanese apes (wazaru)
opposing the USA, the LDP, and PM Abe Shinzd while pretending to be South
Koreans. Those who wish to get rid of the anti-TPP group of the Japanese
apes please support [appropriate] activities.
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Content Analysis: Pattern 3

e horizontal line at bottom of plot: 57 uniques, 2 accounts

e Jinks to online videos of demonstrations and websites of Japanese
ultra-nationalists

e verbal attacks on “anti-Japanese” (JX H) parties and their leaders

e often use two triple combinations of hashtags:
e #l iberal Democratic Party combined with
#sexual harassment and
#dissolution of parliament
o #diet member and #heckling
e thereby instrumentalizing trending hashtags referring to the sexist slander
against female politician Ayaka Shiomura in Tokyo’s city parliament to
promote nationalist propaganda
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Content Analysis: Pattern 4

e angle bisector: number of users equals number of duplicates

* does not originate from a bot-net, but is rather rather the product of a political
online magazine called Politas (http://politas.jp/)

® alarge number of duplicate tweets are created through a “share on
Twitter”-button referring to the same article in this magazine

e each tweet is sent deliberately by a genuine user but the content is
automatically generated by the share button

e this pattern also shows the complexity of successfully detecting social or
political bots: In future, the behavior of bots will become more
sophisticated and human behavior maybe even more bot-like; this
convergence might complicate the distinction of “non-human actors”
(bots) and “human actors” (users)

Evert/ Heinrich / Schéfer (IC2522017) | FAU | lIdentifying Social Bots in Twitter July 13,2017 13



€ @ /| politas jp/features/3/article/241 EJ| @ | Q Suchen wBae 9

Meistbesucht ~ @ Erste Schritte HS MacDown demo. @ Subscribe

fi'1AR

(A:E%2014)
O] rEERADEST
L emE) Lonun
AL opoma~o
—-RTERS, OT
BB, [Co-R
TEDS] £BXD
HREADHIRD
[

014512A9E

e o llustrated by ~SZ552)l

= (#:2%2014] [BELADT>THMEL

R LN DOHDEE~ZO—ETELD. O
il T e TREL. [ZO—ETEDD] LEADHEE
o FEY T 7=0IC

B = cooremn ©20usi2m08

014512A98

[8:8%$2014] 57
LERemEEs
RiC

o TwilterTza?

& XGEE () 2014128108

(8:H$2014] &
EUBR M54
vy FATA
RECRIEHEEUZ b

MR

u B ) 20145128108




# user accounts posting tweet

40 60 80 100 120

20

Japan general election 2014

pattern 1
pattern 2
pattern 3
pattern 4
pattern 5

©

YT T W - oy Ly
T T T

0 500 1000 1500

total duplication count of tweet



# user accounts posting tweet

Japan general election 2014 (Gnip data)
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Validation

Bundestagswahl 2013
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Validation on German data set — introducing Catbots

CatsForFun (" Follow ) ~
@CatsForFun2 \ J
) CatsForFunn 4 Foll N oo
#openruhr #linke @CatsForFunni 1 \_felew )

#spd #openruhr

9:29 PM - 15 Jun 2013 6:41 PM- 15Jun 2013
Q o Q (5] @ = Q 8
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OpenRuhr

Offene Daten flr das Ruhrgebiet

STARTSEITE UBER UNS

POLITIK BEI UNS LINKS

Hervorgehobener Beitrag

NEWSLETTER & MAILINGLISTE

OpenRuhr - offene Daten fir das Ruhrgebiet

Willkommen! OpenRuhr ist eine offene Plattform fir mehr OpenData und OpenGoverment im

Ruhrgebiet. Mehr Infos, das Ratsinformationssysten-Projekt, Newsletter, Kontakt.

Dieser Beitrag wurde unter Allgemein abgelegt am 22. Juni 2012 von Ernesto Ruge.

KONTAKT

open:ruhr

IMPRESSUM

SOZIALE NETZWERKE

f] 3] v ANR

Suche

AKUELLE LINKS
Presseeinladung OpenRuhr:RIS

OpenRuhr:RIS far Bochum
OpenRuhr:RIS fur Moers

NEUESTE BEITRAGE

Wo ist Markt in Essen?
OK Lab Ruhrgebiet: Es geht los! Wichtige

Links und die nachsten Aktionen
Einladung: OpenDataDay im Unperfekt-
haus mit OK Lab Niederrhein
Einladung: OpenData-Hackathon in Bo-
chum

Datenverarbeitung ohne Schnittstelle -
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Conclusion

e social bots are responsible for a large amount of tweets:
61.2% of originals in the Japanese data set are near-duplicates!

e social bots create and / or use trending hashtags

e social bots are generally not seen by human twitterers (no interaction)

e quantitative corpus analysis (keyword analysis, co-occurrence analysis)
is prone to distortion by social bots

e detection of near-duplicates is essential for further processing of data from
social media

e next steps in this line of research:

e monitor social bots in the time leading up to the German Federal Election 2017
e analyze life cycle of social bots
e combine the social bot footprint presented here with other available indicators
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Thanks for listening.
Questions?




