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Detection of sensitive text spans
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Experiments with automatic anonymisation Results: Named-entity recognition

Large language models (LLMs)
e Three different LLMs were tested in anonymisation experiments:
o  GottBert (Scheible et al. 2020)

GottBert MTL
Precision Recall F1-score

XLM'Rlarge
Precision Recall

Entities

o  XLM-Roberta;, 4 (Conneau et al. 2019)
o XLM-V;.se (Liang et al. 2023)

e (GottBert is a German LLM that is currently being used in the anonymisation tool
e (ottBert was trained as a multi-task learning (MTL) model: detects different layers simultaneously
e XLM-R and XLM-V are multilingual models that include German and were trained for NER

Dataset
® The dataset consists of 570 verdicts issued by district courts (AG) in Bavaria, Germany
® 50% of the dataset was used for training, 25% for validation, and the remaining 25% for testing

Training
e (GottBert MTL was trained over 5 epochs and approximately 6 minutes
¢ XLM-Roberta;, 4 Was trained over 13 epochs and approximately 1 hour and 28 minutes
o XLM-Vy,.s Was trained over 39 epochs and approximately 4 hours and 16 minutes

address-idx
address-name

car-idx

car-name
court-docket
court-name
date-fact
date-process
date-world

jur-idx

jur-name

nat-idx
nat-jur

nat-name

0.6583
0.9718
0.6630
0.9846
0.9721
0.9984
0.9358
0.9681
0.9630
0.0000
0.9257
0.5800
0.9946
0.9938

0.5852
0.9773
0.7531
1.0000
0.9924
0.9968
0.9437
0.9523
0.8966
0.0000
0.9122
0.6042
0.9946
0.9867

0.6196
0.9745
0.7052
0.9922
0.9821
0.9976
0.9397
0.9601
0.9286
0.0000
0.9189
0.5918
0.9946
0.9903

0.6109
0.9675
0.6019
0.9688
0.9697
0.9937
0.9341
0.9776
1.0000
0.0000
0.9385
0.5833
0.9964
0.9919

0.6630
0.9651
0.7840
0.9688
0.9734
0.9953
0.9628
0.9437
0.8966
0.0000
0.8927
0.7292
0.9964
0.9949

Micro avg
Macro avg
Weighted avg

0.9494
0.8292
0.9483

0.9475
0.8282
0.9475

0.9485
0.8282
0.9477

0.9411
0.8239
0.9448

0.9504
0.8404
0.9504

0.9458
0.8303
0.9471

F1-score # Spans
0.6359 270
0.9663 1232
0.6810 162
0.9688 64
0.9715 526
0.9945 634
0.9482 942
0.9603 923
0.9455 29
0.0000 6
0.9150 205
0.6481 48
0.9964 555
0.9934 980

6576
6576
6576

Discussion Table: Named-entity recognition on district court (AG) verdicts using three fine-tuned LLMs.

® The result tables on the right show a strict evaluation of detected spans:
a span is only considered correct if all its tokens are correctly recognised

¢ GottBert and XLM-Roberta,,,. achieved the best scores in most cases for NER, especially in
terms of recall, which is the most important criterion for our anonymisation task

¢ XLM-Roberta;, ., Was able to edge out GottBert by a small margin in terms of recall in
annonymised spans, but at the cost of a few points in precision

® |n spite of being the largest model, XLM-V was not able to outperform the other models, except for
a few cases in the NER task

® When taking the risk of deanonymisation into account, all three models performed very well,
coming close to or even surpassing 99% of recall on high-risk text spans.

® (Conclusion: these fine-tuned LLMs can identify around 99% of the text spans that definitely
need to be anonymised in the tested verdicts

¢ Although XLM-Roberta;,,. had better results, it is a much larger model and took much longer
time to train than GottBert, making GottBert still possibly the best choice for deployment.

Results: Anonymisation detection and recall on high-risk spans

GottBert MTL
Precision Recall Fi1-score Precision Recall F1-score
0.9654 0.9635 0.9645 0.9551 0.9646 0.9598

Table: Anonymisation on district court (AG) verdicts using three fine-tuned LLMs.

XLM-R;y;¢c

# Spans
6576

Sensitive spans

Risk
High

GottBert MTL

0.9876
Med 0.9171 0.8913
Low 0.9557 0.9594

Table: Recall for anonymisation of high-risk information on district court (AG) verdicts using three fine-tuned LLMs.

XLM'Rlarge
0.9907

Annotation tool

Application to other text types: News article Application to other text types: Telegram
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- Klager Zu 2:] - ECOM entwickelte ein innovatives Finanzierungsmodell, das den Bauern hilft, alte oder kranke Ich er|nner-e mich nach sehr gut an die Zeiten, in denen es um Zwentendorf oder Hainburg
Baume zu entfernen und sie durch widerstandsfahige und ertragreichere Hybridsorten zu gegangen ist.




